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GDPR stands for General Data Protection Regulation. It is being introduced by
the EU to raise the standards of personal data protection in EU member states
and create a consistent level of protection in each country. It regulates how
companies collect and process personal data, what they can and cannot do
with that data, and stipulates what penalties there are for non-compliance.
Companies that collect and/or process personal data from EU data subjects
must be compliant with GDPR by 25th May 2018.

GDPR will substantially broaden the definition of personal data to also include
data such as IP address, cookie ID and mobile advertising ID (and any data
point attached to such data).

GDPR will also require companies that engage in regular and systematic
monitoring of data subjects on a large scale to appoint a data protection
office. Accordingly, IgnitionOne is in process of engaging a Data Protection
Officer to help with privacy impact assessments, monitor IgnitionOne’s privacy
program and act as a point of contact with data subjects and supervisory
authorities.

This document is not intended to act as legal advice, or even to dictate the
steps IgnitionOne’s clients and partners should take to be in compliance with
the GDPR. Rather, the goal of this document is to share some of the steps that
IgnitionOne is taking towards GDPR compliance. GDPR will necessitate a
significant amount of cooperation across the digital media marketplace, and
IgnitionOne stands ready to be a privacy safe partner. IgnitionOne encourages
you to consult with your attorney about compliance with the GDPR.

Role of IgnitionOne

lgnitionOne collects, processes and stores personal data on behalf of its
clients (as a data processor). This section contains IgnitionOne’s standard
approach to certain GDPR requirements for IgnitionOne’s website
personalization product, but the client has the final word on its GDPR
compliance processes.

Relevant personal data for IgnitionOne WP



20171013
IGNITION

IgnitionOne typically collects and processes the following personal data for
WP: unique (cookie) IDs, (for geo localization) IP address, (for lead forms) full
name, address, email address, telephone number.

IgnitionOne WP data collection practices

When a visitor enters the website of the client, the IgnitionOne Tag on the
client website will be executed and IgnitionOne will check if (1) the visitor has
no IgnitionOne ID cookie, (2) the visitor has an IgnitionOne ID cookie, (3) the
visitor has a client specific IgnitionOne WP do-not-track cookie.

If the visitor has an IgnitionOne WP do-not-track cookie, no IgnitionOne ID
cookie will be stored on his device. As an alternative, a pop-in can be shown
to request affirmative consent for IgnitionOne data collection and processing.

If the visitor has no IgnitionOne ID cookie or an ID cookie created/updated
prior to GDPR (and provided that his browser allows cookies), IgnitionOne will
store such an ID cookie on the visitor’s device. As the personal data collected
(cookie ID) and the purposes of personal data processing (building a profile to
personalize the client website, provide lead collection forms, ...) do not affect
the interests or the fundamental rights and freedoms of the visitors and are
performed to allow the client to increase sales and optimize marketing costs,
lgnitionOne would suggest using legitimate interests’ as a legal basis for
collecting and processing the ID (and any click-stream data that will be
attached to the ID). The client will need to inform the visitors in detail of such
basis for processing in its privacy policy and provide an easy accessible and
easy to use opt-out mechanism.

IgnitionOne will also collect the |IP address of the visitor. IgnitionOne does only
use the IP address to make an estimated guess of the location of the visitor
and will then pseudonymise the IP address. Also for this processing activity,
lgnitionOne would suggest using legitimate interests as a basis for processing.
The client will need to inform the visitors in detail of such basis for processing
in its privacy policy and provide an easy accessible and easy to use opt-out
mechanism.

For the collection of any personal information through a lead form, the client
will need to obtain affirmative and unambiguous consent of the visitor for (1)
collection and processing of such information, and/or (2) the combination of
this information with the IgnitionOne cookie ID and profile data already
generated by IgnitionOne. Affirmative action of the visitor to consent and a link
to the applicable part of the client’s privacy policy should be present on the
lead form.

lgnitionOne will only collect and process personal data that are adequate,
relevant and limited to what is necessary in relation to the purposes for which
they are processed (data minimisation).

1 The legitimate interests of the client may provide a legal basis for processing personal data under GDPR,
provided that the interests or the fundamental rights and freedoms of the visitors are not overriding, taking into
consideration the reasonable expectations of a visitor on their relationship with the client.
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IgnitionOne WP data storage practices

Personal data that directly identify website visitors will be encrypted during
storage and when in transit on IgnitionOne servers. The encryption standard
used by IgnitionOne is selected based on the nature, scope, context and
purposes of IgnitionOne’s processing activities as well as the risk and severity
for the rights and freedoms of the website visitors. Other personal data (i.e.
data that cannot be used to directly identify the visitors) may be stored and
transferred in unencrypted form and will always be subject to technical and
organizational measures affording a high level of protection to those data.

When a visitor exercises his right of access’ (through the Client), IgnitionOne
will provide a copy of all personal information of that visitor held by
IgnitionOne for the client to the client. IgnitionOne will implement a technical
solution that provides such a copy to the client in reply to a specific client
data call. As an alternative, IgnitionOne may provide such information based
on a data call from the Evidon solution implemented by the client on its
website.

When a visitor exercises his right of rectification®, IgnitionOne will rectify the
personal information of that visitor held by IgnitionOne for the client on
client’s specific request. IgnitionOne will also undertake necessary steps when
informed by the client that the visitor exercises his right to restrict
processing®.

When a visitor exercises his right to be forgotten®, IgnitionOne will delete or
anonymise all personal information of that visitor held by IgnitionOne for the
client. IgnitionOne will provide a client specific URL for these purposes which
the client can add to the privacy policy on its website. As an alternative,
lgnitionOne will delete or anonymise such information based on a data call
from the Evidon solution implemented by the client on its website.

IgnitionOne will retain personal information collected from lead forms during
the period of time defined by the client. Other personal data will be deleted
after 13 months.

IgnitionOne will maintain records on personal data processing, including a
record of all categories of processing activities carried out on behalf of the
client. IgnitionOne will provide notice of and fully collaborate in the resolution
of data breaches as required under GDPR.

IgnitionOne WP data export practices

2 The right to obtain from the client confirmation as to whether or not personal data concerning a visitor are
being processed, and, where such personal data are being processed, access to the information concerning (e.g.
the purposes of the processing for which the personal data are intended, data categories, the recipients of the
personal data, and where possible, the period for which the personal data will be stored).

3 The right of a visitor to correct incorrect personal data processed by the client.

4Under GDPR, the visitor has the right to obtain from the Client a restriction of processing in specific situations.
5 The right of a visitor to require the client to erase his/her personal data.
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As part of the WP service, IgnitionOne exports the personal information it
collects from visitors to the client. IgnitionOne offers export of personal
information in encrypted form. In respect of personal information collected
from lead forms on the client’s website, IgnitionOne’s WP solution can also be
implemented in a way that such information is directly exported from the
visitor browser to the client servers (and not stored by IgnitionOne).

IgnitionOne WP subprocessors

IgnitionOne will make a list of its WP subprocessors available through its
website and will update such list when needed. If the subprocessing activities
include transfer of personal information to third countries outside the EU, this
document will also contain information on such transfers and the safeguards
put in place by IgnitionOne.
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Role of IgnitionOne
lgnitionOne collects, processes and stores personal data via the Network as
of such data.

Relevant personal data for IgnitionOne’s Network

lgnitionOne collects and processes the following personal data on its Network:
unique cookie IDs, IP address, mobile advertising ID, and log file information
that outlines the websites and mobile applications where ads are served by
IgnitionOne. IgnitionOne creates profiles based upon this log file information
and obtain additional profiles from third-party partners. However, none of
these profiles are considered sensitive or high risk under GDPR.

IgnitionOne Network data collection practices

When a visitor enters a website where IgnitionOne is an advertising partner,
lgnitionOne will obtain the personal data of that visitor described above via an
upstream partner and IgnitionOne systems will check if (1) the visitor has no
IgnitionOne ID cookie, (2) the visitor has an IgnitionOne ID cookie, (3) the visitor
has an IgnitionOne Display do-not-track cookie (or a similar DNT marker
passed via the bid-stream such as an opt-out flag passed by the Android
Advertising ID). The process is similar for mobile applications as desktops,
except that IgnitionOne uses HTTP cookies on desktops and mobile o/s ad IDs
for mobile applications.

If the visitor has an IgnitionOne Display do-not-track cookie or similar opt-out
marker, no personal data will be processed regarding that visitor and no
IgnitionOne ID cookie will be stored on his device.

If the visitor has no IgnitionOne ID cookie or an ID cookie created/updated
prior to GDPR (and provided that his browser allows cookies), IgnitionOne will
store such an ID cookie on the visitor’s device. As the personal data collected
(cookie ID) and the purposes of personal data processing (building a profile to
personalize advertisements) do not affect the interests or the fundamental
rights and freedoms of the visitors and are performed to allow the client to
optimize their marketing programs, IgnitionOne is currently planning on using
legitimate interests® as a the ID (and
any log file and/or click-stream data that will be attached to the ID). In
addition, IgnitionOne will require clients and upstream partners to ensure that
those in the ad supply chain with direct visitor relationships obtain the consent
of such data subjects.

6 The legitimate interests of the client may provide a legal basis for processing personal data under GDPR,
provided that the interests or the fundamental rights and freedoms of the visitors are not overriding, taking into
consideration the reasonable expectations of a visitor on their relationship with the client.
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Clients and other upstream partners will further need to inform the visitors in

detail of such basis for processing in their privacy policy and provide an easy
accessible and easy to use opt-out mechanism.
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IgnitionOne Network data storage

Based on the nature, scope, context and purposes of IgnitionOne’s processing
activities as well as the risk and severity for the rights and freedoms of the
website and mobile application visitors, the pseudonymous personal data may
be stored and transferred in unencrypted form and will always be subject to
technical and organizational measures affording a high level of protection to
those data.

Data Access and Deletion Rights

When a visitor exercises his right of access and deletion, IgnitionOne will
provide a copy of all personal information of that visitor held by IgnitionOne
for the client to the client. IgnitionOne will also undertake necessary steps
when informed by the client that the visitor exercises his right to restrict
processing. When a visitor exercises his right to be forgotten, |gnitionOne will
delete or anonymize all personal information of that visitor held by IgnitionOne
for the client.

Data Retention and other Data Governance Issues

IgnitionOne will retain personal information collected via the network for a
well defined period of time from the last time its systems have encountered
a particular data subject.

IgnitionOne will maintain records on personal data processing, including a
record of all categories of processing activities carried out on behalf of the
client. IgnitionOne will provide notice of and fully collaborate in the resolution
of data breaches as required under GDPR.

IgnitionOne Network data export

IgnitionOne exports the personal information it collects from visitors via the
lgnitionOne network to the client and others who are instrumental in the ad
serving process. IgnitionOne will have the requisite contractual provisions
including data transfer addendums with clients and partners which outline
responsibilities and technical and operational measures, and apportion
liability.

IgnitionOne transfers the personal data collected via the Network to the U.S.
for processing and will leverage IgnitionOne’s participation in the Privacy
Shield Program. IgnitionOne We will also utilize model contractual clauses
upon the request of clients.

IgnitionOne Network subprocessors

IgnitionOne will make a list of its Network subprocessors available on its
website and will update such list when needed. This document will also
contain information on such transfers and the safeguards put in place by
lgnitionOne.
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GDPR defines profiling as any form of automated processing of personal data
evaluating the personal aspects relating to a person, in particular to analyse
or predict aspects concerning the data subject's personal preferences or
interests, reliability or behaviour, location or movements, where it produces
legal effects concerning him or similarly significantly affects him. GDPR
requests affirmative consent for such kind of profiling.

Based on the currently available interpretative guidance documents from
European authorities, IgnitionOne deems that its network profiling activities
do not significantly affect the visitors of a website and hence are not subject
to affirmative consent.



